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Otherwise routine 
troubleshooting led to the 
inadvertent removal of 
ÔlocalhostÕ entries. 
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Issue Reviews are intended to provide insight into the technical “lessons learned” from real decisions and issues faced by OIT 
staff. We hope they are helpful in thinking about the application of the Architectural Principles to your work. 

facility at a very high rate Ð in a matter of minutes ,the 
intruder had generated thousands of messages. 

This process, by itself, was problematic Ð DukeÕs 
outbound SMTP relays were being abused for the 
purpose of sending spam, and as a result, were being 
identified by major RBL providers as spam relays.  This, 
however, had even more problematic secondary effects Ð 
as the SMTP relays were listed as spam relays on various 
RBLs, destination sites began graylisting the SMTP 
relays.  This, in turn, resulted in an increasing proportion 
of the messages addressed to non-Duke sites (including 
the spam 

On Saturday, January 19, staff from OIT noticed that email 
being sent through the universityÕs outbound SMTP relays 
appeared to be experiencing longer than usual delivery delays 
Ð messages which would normally be delivered in a matter of 
seconds were seemingly sitting unprocessed on the SMTP 
servers.  Further investigation indicated that the SMTP server 
message queues were abnormally long Ð where each of the 
four redundant servers would typically hold between 500 and 
2000 messages in its queue, the servers were holding tens of 
thousands of queued messages.   

Initial analysis showed that the queued messages were largely 
being sent from a specific address ending in Ò@yahoo.cnÓ, 
and were addressed to a variety of addresses also ending in 
Ò@yahoo.cnÓ.  This was anomalous, since the campus SMTP 
relays are configured to only accept mail from 
unauthenticated senders if the messages either originate on 
Duke systems or are addressed to Duke recipients.  Further 
analysis indicated  that the vast majority (by orders of 
magnitude) of messages were being sent from a single 
webmail userÕs account, and that the messages were all of the 
same size, suggesting that they were most likely spam. 

After another hour of so of evaluation, the entire picture 
became clear.  A local Duke userÕs account had been 
compromised by an unknown remote user, who had 
proceeded to log into the Duke webmail facility as the local 
user.  Once logged in, the intruder had used the webmail 
facilityÕs preference database to record secondary signature 
blocks containing the intruderÕs desired spam content and 
associate them with the authorized userÕs account under 
secondary ÒidentitiesÓ.  The intruder then used what appeared 
(based on the speed of its operation) to have been an 
automated tool to generate empty messages addressed to his 
spam targets.  These messages were empty of normal content, 
but on their way to being sent from the webmail servers to 
the SMTP relays, were having the intruderÕs spam content 
appended as ÒsignaturesÓ.  This allowed the intruderÕs 
automated system to send messages through the webmail  
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being generated by the intruder) being refused with 
Òtemporary failureÓ codes by remote servers.  Those 
refused messages were being requeued by the MTA 
software on the SMTP relay servers, and were being retried 
each time the SMTP relaysÕ queues were processed by the 
MTA. 

By the time this syndrome was understood, the SMTP 
relays had accumulated a backlog of more than 100,000 
messages, and delivery delays were in excess of an hour.  
OIT staff locked the compromised NetID, deleted the 
errant messages from the SMTP server queues, and began 
the process of negotiating with major ISPs and RBL 
providers to get the SMTP relays removed from various 
blacklists. 

The same series of events was repeated with increasing 
frequency, and based on user reports correlating intrusions 
with spearphishing responses ,OIT pursued an educational 
campaign aimed at training local users to identify and avoid 
phishing attacks.  OIT staff also developed a set of 
monitors capable of identifying the telltale changes made 
by the intrudersÕ scripts to the webmail preference 
information for compromised user accounts, and 
configured it to page systems staff to warn of active 
intrusions. 

This worked well for a short time, but the intruders 
eventually stepped up their attacks to the point that during 
the 5-10 minutes required for systems staff to manually 
validate reports and lock compromised NetIDs, they were 
able to generate thousands of spam messages Ð by the time 
OIT staff could address the issue, the damage, increasingly, 
was already done. 

To address this development, OIT staff adjusted the 
webmail monitors to not only detect and notify systems 
staff of active intrusions, but also actively disable 
compromised usersÕ webmail access,  preventing the 
intrudersÕ successfully generating offensive traffic. 

 

Lessons Learned 

1. The use of persistent single sign-on in the 
webmail interface coupled with the lack of a n 
immediate Òuser kill switchÓ made early 
response to these compromises ineffective.  
Even the most secure system may be 
compromised through insecure user behavior; 
systems need to be designed to make addressing 

user compromise fast and easy. (Principle 5:  
Adapt to realities of people and technology resources) 

2. Spammers in this case used automated tools to 
impersonate users of the webmail servers, thus 
violating both the usersÕ privacy and the 
systemÕs design assumptions.  Systems that must 
provide service to public-facing or unmanaged 
clients are subject to DoSing by unscrupulous 
attackers, and need to be designed with 
ÒthrottlingÓ mechanisms to control their failure 
modes under excessive load. (Principle 3:  Design 
for scalability)  

3. Manual processes like those originally employed 
to address this issue will never be able to 
outpace automated processes like those 
employed by the hackers in this case.   Where 
possible, automated event detection, analysis, 
and response mechanisms should be employed. 
(Principle 1: Create robust, secure systems) 

4. Had OIT been more closely monitoring Òend 
user performanceÓ characteristics (like message 
delivery delays, as opposed to system memory 
utilization and the like) the initial spate of events 
could have been identified and addressed more 
quickly.  OIT has since developed tools such 
monitoring for the mail system, and is working 
to deploy similar tools for other critical services. 
(Principle 3: Design for Scalability) 

 


