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Issue Reviews are intended to provide insight into the technical “lessons learned” from real decisions and issues faced by OI'T
staff. We hope they are belpful in thinking about the application of the Architectural Principles to your work.

On the morning of March 20, OIT staff
members, working with an Avaya maintenance

Lucent 5ESS Switch
Public Telephone Network
provider, were adding an Extended Port

Network (EPN) to the Avaya S8700 telephone
system. The EPN was planned to allow
telephones at a new medical clinic on Pritery
Creedmoor Rd to be placed in service. —
Monitoring /
Upon connecting the fiber optic interface to
the system’s bus, technicians began observing
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major alarms with fiber connection #33. This
connection, shown at right, connects the main
system bus to one of four port networks.
These port networks are an integral part of the
system; they connect it to the public telephone
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network and to telephones on Duke’s campus. ST Intf
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The major alarm on fiber #33 isolated port network #8 from other port networks for purposes of
exchanging voice traffic. This port network connects many of the Duke Operators, as well as
providing approximately 25% of the capacity between the S-8700 and the public telephone network.
Consequently, telephones on port network #8 were out of service. As well, due to the round-robin
nature by which the 5ESS switch sends calls to the S-8700, some calls to other telephones on the
system received dead air.

Technicians began troubleshooting the problem; the new EPN was disconnected from the system,
and fiber interface #33 was replaced with an on-site spare. This did not resolve the problem, and
subsequently the entire fiber path was replaced. Unfortunately, the problem persisted.
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Meanwhile, some customers of the S-8700
system moved to backup measures. The system
provides call center services to groups such as
Duke Life Flight, the OIT and DHTS Help
Desks, and several departments within Duke
University Hospital and clinics. In particular, the
Duke Operators have backup phones connected
directly to the 5ESS switch. Unfortunately,
changes had been made rendering the automatic
rollover non-functional. As a result, some calls
to the operators were intercepted with an “out
of service” message.

Further diagnosis of fiber interface #33 revealed
a software incompatibility; though
undocumented, recent versions of software for
the fiber interfaces are incompatible with the
system’s overall software version 2.2. The most
recent software release is 5.x, and support for

our version will soon be discontinued.

After resolving the software incompatibilities
and using new hardware, the system’s stability
was restored.

Gn independent control
channel lead the system to
keep port network #8 in
service, though the data

channel was out of service.

Further analysis indicated that while the system
was aware of the fiber #33 failure, due to the
separate (functional) control channel to port
network #8, this port network was not

automatically taken out of service.
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TAG Recommendations

1. Understand protocol compatibility

between modular components
Principle: Create robust, secure systems
Modular systems will, by necessity,
operate using different protocol
revisions. Ensure such differences are
understood and, to the extent possible,
build systems that can adapt to different
protocol versions.

. Review control/data plane separation

Principle: Create robust, secure systems
The system was aware of the failed data
channel to port network #8, but the
control channel was undisturbed. The
system should incorporate data channel
state in control decisions.

. Distribute customer connections

across multiple port networks
Principle: Create robust, secure systems
Though a telephone can be connected
only to one port network, call centers
should be setup with telephones
distributed across port networks to
provide greater protection against
outages.

. Implement backup strategies that can

be easily verified and, if possible, part
of regular routines

Principle: Adapt to resource realities
Backup methodologies that require
staged tests or careful coordination are
less likely to be routinely tested. Identify
ways that backup strategies can be
verified as part of normal routines.
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